
 

 

;xsf/L ;fOj/ ;'/Iff dfu{bz{g, @)*) 

 

k|:tfjgf 

;xsf/L cleofgsf] ;fOj/ :k]znfO{ ;'/lIft agfO{ ;+3÷;+:yf P+j ;b:ox?sf] ;'rgf, tYofª\s / 

ljQLo P+j af}l4s ;Dkltsf] ;'/Iff ug{ jf~5gLo ePsf]n] ;xsf/L ;fOj/ ;'/Iff gLlt @)*) sf] 

clwgdf /xL /fli6«o ;xsf/L dxf;+34f/f ;xsf/L ;fOj/ ;'/Iff dfu{bz{g, @)*) tof/ u/L nfu' 

ul/Psf] 5 . 

!= ;+lIfKt gfd / k|f/De  

 

!=  of] dfu{bz{gsf]] gfd æ;xsf/L ;fOj/ ;'/Iff dfu{bz{g, @)*)Æ /x]sf] 5 . o; 

dfu{bzgnfO{ cu|]hLdf Guideline on Cooperative Cyber Security 2023 elgg]5 . 

@= of] dfu{bz{g dxf;+3sf] ;fwf/0f ;efaf6 :jLs[t u/]sf] lbgb]lv nfu' x'g]5 .  

 

@= kl/efiffM 

 

laifo jf k|;+un] csf]{ cy{ gnfu]df o; dfu{bz{gdf, 

 

1. æpks/0fÆ eGgfn] ;xsf/L ;+3÷;+:yfx?n] k|of]u ug]{ sDKo"6/, Nofk6k, l8lh6n jfn]6, 

6Øfjn]6, l/d'e]an l8efO;, 8f6f s]jn nufotsf ljB'lto cf}hf/nfO{ ;Demg' k5{ . 

2. æPlKns]zgÆ eGgfn] ;xsf/L ;+3÷;+:yfn] a}lsË P+j u}/ a}lsËlqmofsnfkdf k|of]u ug]{ 

cgnfOg Pj+ ckmnfO{g Kn]6kmd{nfO{ ;Demg' k5{ . 

3. æsDKo'6/ ;e{/Æ eGgfn] g]6js{df /x]sf ;xefuLx¿nfO{ ;femf ;]jfx¿ k|bfg ug]{ s]G›Lo 

sDKo'6/ k|0ffnLnfO{ ;Demg' kb{5 . 

4. æl/d'e]jn l8efO;Æ eGgfn] Pp6f pks/0faf6 csf]{ pks/0fdf 8f6f ;fg{ k|of]u x'g] 

Pi6«g{n xf8{l8S;, k]g 8«fO{e, d]df]/L sf8{ nufotnfO{ ;Demg' kb{5 . 

5. æj]a;fO6Æ eGgfn] j]a k[i7x¿ / ;DalGwt ;fdu|Lx¿sf] ;+u|xnfO{ ;Demg' k5{ . h'g Ps 

;femf 8f]d]g gfdåf/f klxrfg ul/G5 / slDtdf Pp6f j]a ;e{/df k|sflzt x'G5. 

6. æ;km\6\j]o/Æ eGgfn] sDKo'6/ rnfpg tyf ;xsf/L ;+3÷;+:yfsf] sf/f]af/, l8hfOg, 

Ol8l6ª nufotsf ljz]if sfo{x¿ ug{ k|of]u ul/g] k|f]u|fdx¿sf] ;]6nfO{{ ;Demg' k5{ .  



 

 

7. æ;+3Æ eGgfn] lhNnf, k|b]z / ljifout s]lGb|o:t/sf ;xsf/L ;+3nfO{ ;Demg'k5{ . ;fy} 

;f] zJbn] /fli6«o ;xsf/L a}+s, ljlzi6Ls[t ;xsf/L ;+3 / /fli6«o ;xsf/L dxf;+3 

;d]tnfO{ hgfpg]5 . 

8. æ;+:yfÆ eGgfn] ;xsf/L P]g adf]lhd u7g ePsf k|f/lDes ;xsf/L ;+:yfx?nfO{ ;Demg' 

k5{ . 

 

 

v08 ! 

 

pks/0fsf] k|of]utyf Joj:yfkg 

 

# sDKo'6/ ;e{/ Joj:yfkg 

 

1. dfnj]o/ (Malware) /  /]G;dj]o/ (Ransomware) h:tf vt/fx¿ /f]Sg kl5Nnf] gljgtd 

;e{/ ;'/Iff ;ˆ6j]o/sf] k|of]u ug]{ .  

2. ;e{/df k|of]u ePsf] ;ˆ6j]o/ lgoldt cBfjlws ug]{]{ . 

3. ;e{/df ;'/lIft kf;j8{sf] k|of]u ug]{]{ .  

4. ;e{/ nuO{g ubf{ txut ;'/Iff k|0ffnLsf] Joj:yf ug]{]{ . 

5. cfudg / aflx/ hfg] g]6js{ 6«flkmsnfO{ lgoGq0f ug{ e/kbf]{ kmfo/jfnx¿sf] Joj:yf 

ug]{ . 

6. cfO{l6 ljefu jf ;f] ;Fu ;DalGwt sd{rf/LnfO{ dfq ;e{/ P8ldg (Server Admin) 

nuO{g ug{ cg'dlt k|bfg ug]{ . 

7. ;e{/nfO{ ;fO{j/ xdnfaf6 ;'/lIft /fVg ;e{/ nux¿sf] lgu/fgL ug]{ . 

8. ;fOa/ cfqmd0f jf k|fs[lts k|sf]kaf6 x'g] IfltnfO{ sd ug{ lgoldt ¿kdf ;e{/ 8f6f 

Aofsck /fVg] .  

9. ;e{/df e08f/0f ul/Psf] jf g]6js{df /x]sf] ;+j]bgzLn 8f6fnfO{ ;'/lIft ug{ PlGqmKzg 

(Encryption) ug]{ . 

10. ;fOa/ cfqmd0fsf] hf]lvdnfO{ Go"gLs/0f ug{ ;do ;dodf hf]lvd d"NofÍg (Risk 

Assessments) ug]{ .  

11. ;e{/ ;'/Iff a9fpg / 8f6fx¿nfO{ ;fO{j/ vt/fx¿af6 hf]ufpg VPN (Virtual ……… 

Network) sf] k|of]u ug]{ . 

12. ;e{/sf] ePsf] :yfgnfO{ jftfj/0f cg's'n jgfpg] . 

13. ;e{/sf] ef}lts ;'/Iffsf] nflu lgoldt ¿kdf xf8{j]o/sf] r]shfFr ug]{ .  

  



 

 

$=  sDKo"6/ tyf Nofk6ksf] k|of]u 

 

1. ;+3÷;+:yfdf k|of]u x'g] sDo'6/ / Nofk6kdf o'h/ kf;j8{ /fVg] .  

2. sDKo'6/ tyf Nofk6kdf Genuine Software sf] dfq k|of]u ug]{ . 

3. ;+3÷;+:yfsf] cfjZostf adf]lhdsf ;km\6\j]o/x? cfOl6 ljefu jf ;f] ;Fu ;DalGwt 

sd{rf/L dfkm{t dfq 8fpgnf]8 tyf :6nsf] Joj:yf ug]{  .  

4. k|of]udf cfPsf ;K6j]o/ tyf j]j a|fph/x? lgoldt ?kdf cBfjlws ug]{ . 

5. Temporary File, a|fplhª tyf ;r{ lxi66Lx? &–& lbgdf l8ln6 ug]{ . 

6. lgl:qmo /x]sf ;K6j]o/cg:6n ug]{ tyf cgfjZos kmfOnx? l;:6daf6 x6fpg] .  

7. cfkm"n] k|of]u u/]sf] sfof{no pks/0f cfO{l6 ljefu jf ;DalGwt clwsf/Lsf] :jLs[t 

ljgf cGo s;}n] klg k|of]u ug{ gkfO{g] . 

8. ;+3÷;+:yfsf] g]6{js;Fu JolQmut pks/0fx? sg]S6 gu/fpg] . 

9. ;+:yfut k|of]udf /x]sf pks/0faf6 JolQmut ;fdflhs ;+hfn grnfpg] . 

10. ;+:yfut sfo{df k|of]u x'g] pks/0fx?df OG6/g]6 ;]So'l/6L ;lxt PlG6efO/; /fVg] . 

%= l/d'e]jnl8efO{;sf] k|of]u 

 

1. ;+:yfut sfo{sf nflu 5'§} l/d'e]jnl8efO{; k|of]u ug]{ .  

2. ;+:yfut k|of]hgdf /x]sf] l/d'e]jn l8efO{; JolQmut k|of]hgdf k|of]u gug]{ . 

3. ckl/lrt JolQm / cGo ;+:yfsf] clwgdf /x]sf] l/d'e]jn l8efO{; ;+:yfut 

pks/0fdf k|of]u gug]{ . 

4. cGo JolQm P+j ;+:yfsf] clwgdf /x]sf] l/d'e]jnl8efO{; k|of]u ug'{kg]{ cj:yf cfPdf 

efO/; :Sofg nufotsf ;'/Iffsf] k|lqmof cjnDag u/]/ dfq k|of]u ug]{ . 

 

^=j]j;fO6sf] k|of]u 

 

1. Https ePsf] ;'/lIft j]j;fO6df dfq a|fplhª ug]{ . 

2. cglws[t j]j;fO{6nfO{ ;e{/÷kmfo/afn (Firewall) dfkm{t Ans ug]{ . 



 

 

3. j]j;fO{6 pTkfbs sDkgLaf6 ;'/Iffsf] k|Tofe"lt kZrft b'O klIfo ;Demf}tf ePkl5 

dfq;+:yfut j]j;fO{6 ;+rfng ug]{ . 

4. ;+:yfut j]j;fO6nfO{ lgoldt ?kdf cBfjlws ug]{ . 

5. ;+:yfut j]j;fO6sf] View Page Source nfO{ Hide ug]{ . 

6. j]j;fO6sf dxTjk"0f{ ljj/0fx? lgoldt ?kdf :jtMBackup x'g] Joj:yf ug]{ . 

7. j]j;fO6df k|of]udf gcfPsf Module tyf Features nfO{ (Disable) lgZs[o ug]{ . 

8. j]j;fO6df /x]sf] 8f6fj];df x'g] nuOg tyf ;AaqmfOesf] lgoldt ;'kl/lehg ug]{ 

.  

9. ljZjflznf] / ;'/lIft a|fph/sf] dfq k|of]u ug]{ . 

10. j]j;fO6df pknAw ePsf lj1fkg, lr6\7f, k'/:sf/, ;Gb]z nufotsf ln+sx? 

gvf]Ng] tyf nfOs, sd]G6 / kmnf] gug]{ . 

11. cgfjZos j]j;fO6df nuOg gug]{ / cfjZos j]j;fO6df nuOg u/]tfklg kf;j8{ 

;]e gug]{ . 

 

&=  ;K6j]o/ tyf PlKns]zgsf] k|of]u  

 

1. 8]df], Sof{s (Crack) / kfO/]6]8 ;km\6j]o/ tyf PlKns]zgsf] k|of]u gug]{ . 

2. ;K6\j]o/ P+j PlKns]zgx? 8fpgnf]8 ubf{ JolQmut ljj/0f tyf Sofd]/fdf kx'r 

dfu]df pQm dfunfO{ cl:jsf/ ug]{ jf pQm ;K6j]o/ P+j PlKns]zg 8fpgnf]8 gug]{ . 

3. cflwsf/Ls PlKns]zgx?dfq ;+:yfut ¿kdf k|of]u ug]{ . 

4. ;K6\j]o/ pTkfbsaf6 ;'/Iffsf] k|Tofe"lt kZrft b'O klIfo ;Demf}tf ePkl5 dfq pQm 

PlKns]zg k|of]u ug]{ . 

 

 

 



 

 

*= pks/0fsf] Joj:yfkg 

 

1. k|of]udf Nofpg g;Sg] Nofk6k, sDKo"6/, k]g8«fOe, xf88«fOe, df]afOn, 8f6f s]an / 

;K6j]o/df /x]sf 8f6fx? k"0f{ ¿kdf l8ln6 u/]kl5 dfq pQm pks/0fx¿nfO{ gi6 

(Dispose) ug]{ . 

2. ;+:yfut k|of]hgdf /x]sf ljB'lto sf8{x?sf] k|of]hg ;dfKt ePkZrft sf8{df /x]sf] 

Chips/Barcode nfO{ pQm sf8{af6 cnu u/fO{ gi6 (Dispose) ug]{ . 
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kf;j8{sf] k|of]u tyf Joj:yfkg 

 

(= kf;j8{sf] k|of]u tyf Joj:yfkg 

 

1. kf;j8{ slDtdf * j6f cIf/sf] /fVg] . 

2. kf;j8{ /fVbf 7"nf] cIf/, ;fgf] cIf/, cÍ, l;Daf]nx?(Special Characters)sf] k|of]u 

ug]{ . 

3. ;+3÷;+:yfsf] :yfkgf ldlt, :yfg jf k|of]u ug]{ JolQmsf] gfd, hGdldlt, hGd:yfg / 

df]afOn gDa/ kf;j8{sf] ?kdf g/fVg] . 

4. k|rlnt P+j k|l;4 gfd tyf :yfgx? kf;j8{sf] ?kdf g/fVg] . 

5. j]j;fO{6df /x]sf] Application Account df kf;j8{{ ;]e gug]{ . 

6. km/s km/s vftf(Application Accounts)sf] nflu km/s km/s kf;j8{{ /fVg] . 

7. jl9df #–# dlxgfdf kf;j8{ kl/jt{g ug]{ . 

8. Ps k6s k|of]udf cfO;s]sf] kf;j8{ ;f]xL vftfdf k"gM k|of]u gug]{ . ;fy} ;f]lx 

kf;j8{{ cGo vftfdf ;d]t k|of]u gug]{ . 

9. vftf vf]Nbf :jtM(Default)k|fKt x'g] kf;j8{{nfO{ tTsfn kl/jt{g ug]{ . 

10. cfkm\gf] kf;j8{, cf]l6kL, lkg sf]8 cGonfO{ pknAw gu/fpg] . 



 

 

11. cfkm\gf] vftfnfO{ ;'/lIft /fVg k|df0fLs/0f -cf]l6kL, lkmË/ tyf cg'xf/ :Sofg,lkg 

sf]8 nufot cGo cg'dlt_ ljlw(Multi Level Authentication)sf] k|of]u ug]{ . 

12. kf;j8{ Joj:yfkgsf] nflu kf;j8{ Dofg]h/sf] Joj:yfkg ug]{ . 

v08# 

clen]v Joj:yfkg tyf ;'/Iff 

 

!)= clen]v Joj:yfkg tyf ;'/Iff 

 

1. sDKo"6/ tyf Nofk6ksf] l;:6d 8«fOe (System Drive)df kmfOnx? g/fVg] . 

2. clen]vsf] k|s[lt adf]lhdsf kmf]N8/x? agfO{To;leq kmfOnx? /fVg] . 

3. clen]vsf] uf]klgotfsf] :t/ adf]lhd kmf]N8/ P+j kmfOnx?df kf;j8{ /fVg] . 

4. 8s'd]06sf] ;+j]bglzntfsf] cfwf/df ;DalGwt lgsfodf clen]vsf] l8lh6n k|lt k]z 

ubf{ pQm kmfOndf kf;j8{{ /flv k7fpg] . 

5. ;+:yfut kmfOn tyf clen]vx? cfbfg k|bfg ubf{ ;'/lIft Kn]6kmdsf] k|of]u ug]{ . 

6. ;fdflhs ;+hfnsf dfWodaf6 ;+:yfut kmfOn tyf ljj/0fx? cfbfg k|bfg gug]{ . 
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Od]n tyf OG6/g]6 ;+rfng tyf k|of]u 

 

!!= Od]n tyf OG6/g]6 ;+rfng tyf k|of]u 

 

1. ;+:yfut k|of]hgsf nflu 5'Ý} Od]n vftf vf]Ng] . 

2. Od]n ;]jf k|bfosn] pknAw u/fPsf] Security Feature nfO{ ;w}+Enable ug]{ . 

3. ;+:yfut k|of]hg afx]ssf ckl/lrt JolQm, ;+:yf jf vftfaf6 cfPsf] Od]n, ln+s jf 

kmfOn gvf]Ng], :kfd / h+s Od]n gvf]Ng] .  

4. :kfd / h+s Od]nnfO{ & lbgdf l8ln6 ug]{ . 

5. ;+sf:kb Od]nnfO{ l8ln6 u/L pQm Od]n 7]ufgfnfO{ aNs ug]{ . 

6. Od]n dfkm{t cfPsf .EXE, .PIF, .APPLICATION, .GADGET, .MSI, .MSP, .COM, 

.SCR, .HTA, .CPL,.VBS h:tf P:6]G;g ePsf kmfOnx? gvf]Ng] . 



 

 

7. j]j;fO6sf] ljZj;lgotf lgSof}n gu/L ;+:yfut tyf JolQmut ljj/0fx? pknAw 

gu/fpg] . 

8. cgfjZos ;fO6df nuOg gug]{ . 

9. cgfjZos ;fO6, JolQm, Oe]G6, sfo{qmd, ;fdflhs ;+hfnsf k]hnfO{ ;AaqmfOj, 

nfOstyf kmnf] gug]{ . 

10. ;+:yfut ;dflhs ;+hfnsf k]hx¿dfkm{t x'g ;Sg] ;fO{j/ cfqmd0fnfO{ 

/f]Sgcf]l6kL, lkmË/ tyf cg'xf/ :Sofg,lkg sf]8 nufot Multi Level 

Authenticationh:tf ;'/Iff k|0ffnL cjnDag ug]{ . 

11. z+sf:kb Od]nsf] /]:kf]G; ug'{kg]{ ePdf cflwsfl/tf k'li6 u/LcfO{l6 ljefu jf ;f] ;Fu 

;DalGwt sd{rf/Lsf] k/fdz{ kZrft dfq /]:kf]G; ug]{ . 
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jfOkmfO ;+rfng tyf Joj:yfkg 

 

!@= jfOkmfO ;+rfng tyf Joj:yfkg 

 

1. sfof{nodf jfOkmfO h8fg u/]kZrft jfOkmfOdf /x]sf] l8kmN6 (Default) o"h/g]d/ 

kf;j8{ tTsfn kl/jt{g ug]{ . 

2. jfOkmfO ;]jf k|bfosaf6 k|fKt x'g] l8kmN6 ;le{; ;]6 cf8{lG6kmfo/ -SSID_ kl/jt{g 

u/L pQm -SSID_ nfO{ xfO8 ug]{ . 

3. jfo/n]; /fp6/(Router) nfO{ lgoldt ?kdf cBfjlws ug]{ . 

4. sfof{nosf] ;+j]bgzLn sfo{df k|of]u x'g] /fp6/sf] kf;j8{ cGonfO{ pknAw gu/fpg] 

. sydsbflrt pknAw u/fpg'kg]{ ePdf 5'§} /fp6/ dfkm{t pknAw u/fpg] . 

5. sfof{no aGb /xg] ;dodf /fp6/ ckm ug]{ . 

6. ;fj{hlgs :yfgsf] lgMz'Ns jfOkmfO{ sfof{nosf] pks/0fdf nuOg gug]{ . JolQmut 

k|of]hgdf ;d]t lgMz'Ns jfOkmfO{sf] k|of]unfO{ lg?T;flxt ug]{ . 

7. ;fj{hlgs :yfgdf OG6/g]6sf] cfjZostf ePdf8f6fsf] dfq k|of]u ug]{ . 



 

 

 

v08 ^ 

cgnfOg a}lsË PlKns]zgsf] k|of]u 

 

!#= cgnfOg a}lsË PlKns]zgsf] k|of]u 

 

1. cgnfOg a}lsËsf nflu cflwsf/Ls j]a;fO6 / df]afOn a}lsËsf nflu cflwsf/Ls 

PlKns]zgsf] dfq k|of]u ug]{ . 

2. cgnfOg a}lsËdf k|of]u x'g] pks/0fx?df clgjfo{ ?kdf kf;j8{{ns, Kof6gns, 

lkgns tyf jfof]d]l6«sns /fVg] . 

3. cgnfOg a}lsËsf nflu j]a;fO6sf] k|of]u ubf{ ;f]sf] k"/f gfd -URL_ 6fOk ug]{ / 

s'g} lnÍ dfkm{t pQm j]a;fO6 gvf]Ng] . 

4. cgnfOg sf/f]af/sf nflu gf]l6lkms]zgnfO{ clgjfo{ ug]{ . 

5. a}lsË sf/f]af/sf] cf]l6kL, lkgsf]8 / kf;j8{ s;}nfO{ z]o/ gug]{. 

6. cgnfOg a}lsË vftfsf] o"h/g]d / kf;j8{{ j]a;fO6 jf PlKns]zgdf ;]e gug]{ . 

7. cgnfOg a}lsË vftfsf] o"h/g]d / kf;j8{{ ;do ;dodf kl/jt{g ug]{{ . 
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ljljw 

 

!$ ;+zf]wg, JofVof, nfu' tyf kl/dfh{g M  

 

!=  of] dfu{bz{gsf] ;+zf]wg / kl/dfh{g ug]{ clwsf/ dxf;+3sf] ;fwf/0f ;efdf lglxt 

x'g]5 .  

@= of] dfu{bz{gsf] clGtd JofVof ug]{ clwsf/ dxf;+3sf] ;+rfns ;ldltdf lglxt 

x'g]5 . 

#=  of] dfu{bz{gsf a'Fbfx¿ ;fO{j/ ;'/Iff gLlt, ;xsf/L P]g, lgodfjnL / dxf;+3sf] 

ljlgod;Fu afFlemg uPdf afFlemPsf] xb;Dd :jtM vf/]h x'g]5 . 


